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JlabopaTtopHasa paboTta. U3yyeHne npouecca TPEeXCTOPOHHEro
KBUTUpPOBaHUA npoTtokosia TCP ¢ nomowbIo nporpaMmmbl
Wireshark

Tononorusa

LLno3 no
YMOINYaHu1Io

UHTepHeT

3apaum
YacTtb 1. MoarotoBka nporpammbl Wireshark k 3axBaty nakeTtoB

YacTtb 2. 3axBaT, NOMCK U U3yYeHUne NnakeToB

O6wume cBeaeHusi/cueHapmn

B naHHon nabopaTtopHor paboTe BaM NpeacTouT Bocrnonb3oBaTtbesi nporpammon Wireshark ons 3axearta u
N3y4eHunsi NakeToB, KOTOpbIMK obMeHuBatoTcs Opaysep K, ncnonbsytowmn HTTP-npoTokon, n Beb-cepeep,
Hanpumep www.google.com. [1pu nepBoM 3anycke Ha y3ne npunoxeHus, Hanpumep HTTP unu FTP,
npotokon TCP ycTaHaBnMBaeT Mexay ABYMS y3namu HagexHbi TCP-ceaHC ¢ NOMOLLIbIO TPEXCTOPOHHENO
KBUTMpPOBaHUA. Hanpumep, npv NnpocMoTpe MHTEPHET-CTpaHuL, Yepes Beb-6paysep MK nHuuynnpyetca
TPEXCTOPOHHEE KBUTUPOBAHWE U yCTaHaBNMBAETCHA CeaHC CBSA3U MeXy XOCT-KOMMbITEPOM N BEB-cepBeEpOM.
OpHoBpeMeHHo Ha K MoryT nmeTb MecTo cpasy HeCKonbko akTuBHbIX TCP-ceaHCoB ¢ pasHbiMy Be6-
canTamu.

MpumeyvaHue. 3Ty nabopatopHyto paboTy Hemnb3si BbINOMHATL Npy nomolum Netlab. [1ns BbInonHeEHWS
paboTbl Heobxoaum goctyn B IHTepHeT.

Heobxoaumbie pecypchbl

OpwuH MK (Windows 7 nnu 8 ¢ BOCTYNoM K KOMaHgHOW CTPOKe, BbIXOAOM B VIHTEPHET 1 yCTaHOBNEHHON
nporpammont Wireshark)

YacTtb 1: loarotoBka nporpammbl Wireshark Kk 3axBaTty naketoB

B yactn 1 Bam Heobxogumo 3anyctuTb nporpammy Wireshark n Beibpatb nogxogdwme nitepdencol aons
Havyana 3axBaTa NakeToB.

War 1: Y3Hawute appeca uHtepdencos lK.

B naHHon nabopaTopHon paboTe Bam Heobxoaumo y3HaTh |IP-agpec KomnbioTepa 1 unsnyeckuin agpec
ceTeBOW NnaTbl, Takke HasbiBaembii MAC-agpecowm.

a. OTKpoKnTe OKHO KOMaHOHOW CTPOKM, BBeanTe komaHay ipconfig /all n Haxmvnte knasuwy Enter.
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Physical Address. . . . . B8-1A-73-EA-63—-8C
DHCP Enabhled. . . . . . . . . Yes
Autoconf iguration Enabled Yes

Link-local IPv6 Address . feB8B::aB858:5f3e:35e2:d38f#14(Preferred>
IPv4 Address. . . . . . . 192.168.1.130(Preferred)
Subnet Mask . . . . . . . 255.255.255.8

b. 3anuwwute nonyyeHHble IP-agpeca u MAC-agpeca, cBaszaHHble ¢ BbibpaHHbIM agantepom Ethernet. 3to

afpec UCTOYHMKA, KOTOPbIN TpebyeTca HaNTV NPY U3yYeHUN 3axBavyeHHbIX NaKeTOB.
IP-agpec yana lNK:
MAC-agpec yana lK:

War 2: 3anycTtute nporpammy Wireshark n Bbibepute nogxoasawmm nHtepdenc.

a. Haxwmute kHonky Myck. Bo BennbiBatowemM MeHo aAsaxabl wenkHute Wireshark.

b. TMocne 3anycka nporpammbl Wireshark HaxxmuTe Ha Interface List (Cnncok nHtepdelricos).

M The Wireshark Network Analyzer [Wireshark 1125 (v1.12.5-0-g5819¢5h from master-1.12)] [fo-@
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Clodms BEXR A¢>DTF L Q Q

Filter: Z] Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer

_—
WI RES HARK Version 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)

Capture

Interface List

Live fist of the capture interfaces
(counts incoming packets)

—, Open 7 Website

Open a previously captured fie Visit the project’s website

Open Recent:

%% User's Guide
Start 1o ) )
The User's Guide (local version, i instalied)
Choose one or more interfaces to capture from. then Start @ Sample Captures
N : A fich assortment of ure files on the wiki i 3
| Wireless Network Connection - SSSOHEONIE Ot SERTEIA RIS es O the @ Security -
2] Local Area Connection - Work with Wireshark as securely as possibie

® Capture Options

Start a capture with detailed options

Capture Help

® How to Capture

Step by step to a successful capture setup

Network Media

Specific information for capturing on:
Ethernet. WLAN,

®

n »

@ ’:‘? Ready to load or capture No Packets Profile: Default

c. B okHe Wireshark: Capture Interfaces (3axBatntb uHTEepdencol) yctaHoBUTE hNaKok psiaoM ¢

MHTepdEencom, NOAKMOYEHHbLIM K Ballen NIoKanbHOM ceTu.

-
M Wireshark: Capture Interfaces

Device Description P Packets Packets,
reless Network Connection Microsoft feB0::a858:5f3e:35e2:d38f -

ocal Area Connection Intel(R) 82566MM Gigabit Network Connection fe80::705a:a57c:6f90:87eb -

L Help i Start ; Stop Options J [ Close
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MpnmeyvaHue. Ecnun nepeyncrneHo HECKONbKO MHTEPXENCOB U Bbl HE YBEPEHBI B BbIOOPE, HAXXMUTE
kHornky Details (CBenenuns). OTtkporite Bknagky 802.3 (Ethernet) n y6eguteco B ToM, Uto MAC-agpec
COOTBETCTBYET TOMY, YTO Bbl 3anncanu B ware 16. lNpoBepuB AaHHbIE, 3aKPOWTE OKHO CO cBeaeHns MM 06

nHTEepdence.

YacTb 2: 3axBaT, MOUCK U U3y4YeHMe NnakeToB

LWar 1:

BbinonHuTe 3axBaT AaHHbIX.

a. Haxwmute kHonky Start (HayaTb), 4TOObI HaYaTb 3axBaT AaHHbIX.

MepengnTte Ha canT www.google.com. CBepHuTe OkHO Opay3epa n BepHutech B Wireshark. OctaHoBute

npouecc 3axsBata gaHHbIX.

I'IpumeanMe. MHCprKTOp MOXET NpearioxXnTb Bam p,pyr0|7| Beb-canT. B aTom Cny4yae BBeguUTe Ha3BaHuNe

Unu agpec canTa 3gech:

Tenepb OKHO 3axBaTa AaHHbIX akTUBHO. Hangute ctonbubl Source (MctouHuk), Destination
(HasHa4veHnue) n Protocol ([poTokon).

m

¥ F

0000 33 33 00 01 00 03 00 1a 73

0010 00 00 00 20 11 01 fe 80 00

0020 5f 3e 35 e2 d3 8f ff 02 00

0030 00 00 00 01 00 03 c7 d9 14

0040 00 00 00 01 00 00 00 00 00
n1

LWar 2:

Q@ 4 m £
Filter:
No. Time Source
7 1.700247000 192.168.1.130
8 1.747681000 173.194.115.178
9 2.149995000 173.194.115.178
10 2.159742000 192.168.1.130
11 2.163177000 192.168.1.130
12 2.163473000 192.168.1.130
13 2.178827000 192.168.1.1
14 2.181706000 192.168.1.130
15 2.206406000 216.58.216.46
16 2.206555000 192.168.1.130
17 2.206900000 192.168.1.130
18 2.232820000 216. 58.216.46

ea 63
00 00
00 00
eb 00
00 06

Expression...

Destination
192.168.1.255
192.168.1.130
192.168.1.130
216.58.216. 35
192.168.1.1
173.194.115.178
192.168.1.130
216.58.216.46
192.168.1.130
216.58.216.46
216.58.216.46
192.168.1.130

({1}

8c 86 dd 60 00
00 00 00 a8 58
00 00 00 00 00
20 d2 12 e4 16
69 73 61 74 61

File Edit View Go Copture Analyze Statistics Telephony Tools Internals Help

EEXR A¢s»aTE EFQaaab §¥9®8 % B

Clear Apply Save
Protocol Length Info
NBNS 92 Name query NB ISATAP<00>
TCP 60 80-49382 [ACK] Seq=1 Ack=685 win=3
HTTP 583 HTTP/1.1 302 Found (text/html)
TCP 66 49386-443 [SYN] Seq=0 Win=8192 Len
DNS 75 standard query Oxlea8 A apis.goog
TLSV1.2 116 Application Data
DNS 112 standard query response Oxlea8 CN
TCP 66 49387-443 [SYN] Seq=0 Win=8192 Len
TCP 66 443-49387 [SYN, ACK] Seq=0 Ack=1 W
TCP 54 49387-443 [ACK] Seg=1 Ack=1 win=17
TLSv1.2 266 Client Hello
TCP 54 443-49387 [ACK] Seg=1 Ack=213 win=

»

Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 0

Ethernet II, src: GemtekTe_ea:63:8c (00:1a:73:ea:63:8c), Dst: IPv6mcast_01:00:03 (33:33:00:01:00:03)

Internet Protocol version 6, src: fe80::a858:5f3e:35e2:d38f (fe80::a858:5f3e:35e2:d38f), bst: ff02::1:3 (ff02:
User Datagram Protocol, Src Port: 51161 (51161), Dst Port: 5355 (5355)

»

Hanpute cooTBeTCTBYHOLME NaKeThl ANA Beb-ceaHca.

Ecnu koMmnbloTep BKIMOYEH HEQABHO M eLle He MCNOMb30Barcs Anst Aoctyna B IHTepHET, B 3aXBa4YeHHbIX
OaHHbIX Bbl CMOXeETe yBMAETb BECh NPOLIECC, BKIOYasi MPOTOKON paspelleHusi agpecos (ARP), cnyxoy
OoMeHHbIX nmeH (DNS) n TpexctopoHHee kBuTtupoBaHue TCP. Ecnn MK yxe nmen 3annce ARP gns wnio3a
no ymonyaHuio, To oH co3gan DNS-3anpoc gns npeobpasoBaHusa agpeca www.google.com.

a. B kagpe 11 nokasaH DNS-3anpoc ot K k DNS-cepBepy, koTopbI NbiTaeTcsa npeobpa3oBaTb AOMEHHOE
nms www.google.com B IP-agpec Beb-cepBepa. Npexae yem oTnpaBuTb NEpBbIA NakeT Ha BeG-cepaep,

MK gomxeH y3HaTb IP-agpec.

Hasosute IP-agpec DNS-cepBepa, 3anpoLLUEHHOrO KOMMbOTEPOM.

b. Kagp 13 npenctaBnsieT coboi otBeT DNS-cepepa. OH copepxut IP-agpec carita www.google.com.
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JNa6opaTopHas pa6oTta. U3yueHune npouecca TpeXCTOPOHHEro KBUTUpoBaHUs npotokona TCP ¢ nomoubio nporpammbl Wireshark

C.

d.

LWar 3:

a.

b.

C.

© Komnanus

Hangunte cooTBeTCTBYHOLLMIA NAKeT, YTOObI 3aMyCTUTb NPoLeaypY TPEXCTOPOHHErO KBUTUPOBaHus. B
OaHHOM npuMepe kagp 14 aBnsieTcs Havyanom TPEXCTOPOHHEro kButuposaHus TCP.

HaszosuTte IP-agpec Beb-cepBepa Google.

Ecnun Bbl nONy4Mnn MHOro NakeToB, He cBsA3aHHbIX ¢ TCP-coegmMHeHnem, BO3MOXHO, LienecoobpasHo
BOCMONb30BaTbCH cpeactsamu unbTpaumm nporpammel Wireshark. B none 3HayeHunsa dounstpa
nporpammbl Wireshark Beeaute tcp u Haxxmute Enter.

File Edit View Go Capture Analyze Statistics Telephnnx Tools Internals Help

©® B aes»aTFL EFaaan BB % @

Filt E] Expression... Clear Apply Save
No. 2 Source Destination Protocol Length Info

6 1.639733000 192.168.1.130 173.194.115.178 HTTP 738 GET / HTTP/1.1

8 1.747681000 173.194.115.178 192.168.1.130 TCP 60 8049382 [ACK] seq=1 Ack=685 win=3
9 2.149995000 173.194.115.178 192.168.1.130 HTTP 583 HTTP/1.1 302 Found (text/html)
10 2.159742000 192.168.1.130 216.58.216.35 e 66 49386-443 [SYN] Seq=0 win=8192 Len
12 2.163473000 192.168.1.130 173.194.115.178 TLSv1.2 116 Application Data
14 2.181706000 192.168.1.130 216.58.216.46 TCP 66 49387-443 [SYN] Seq=0 win=8192 Len
15 2.206406000 216.58.216.46 192.168.1.130 TCP 66 443-49387 [SYN, ACK] Seq=0 Ack=1 W
16 2.206555000 192.168.1.130 216.58.216.46 TCP 54 49387-443 [ACK] Segq=1 Ack=1 win=17
17 2.206900000 192.168.1.130 216.58.216.46 TLSvl. 2 266 client Hello
18 2.232820000 216.58.216.46 192.168.1.130 TCP 54 443-49387 [ACK] Seq=1 Ack=213 win=
19 2.235597000 216.58.216.46 192.168.1.130 TLSvl.2 1314 server Hello
20 2.236998000 216.58.216.46 192.168.1.130 TCP 1314 [TCP seament of a reassembled PDUI
4 m »

# Frame 6: 738 bytes on wire (5904 bits), 738 bytes captured (5904 bits) on interface 0

# Ethernet II, Src: GemtekTe_ea:63:8c (00:1a:73:ea:63:8c), Dst: Netgear_ea:bl:7a (80:37:73:ea:bl:7a)

# Internet Protocol Vversion 4, Src: 192.168.1.130 (192.168.1.130), Dst: 173.194.115.178 (173.194.115.178)
# Transmission Control Protocol, Src Port: 49382 (49382), Dst port: 80 (80), Seq: 1, Ack: 1, Len: 684

0000 80 37 73 ea bl 7a 00 1a 73 ea 63 8c 08 00 45 00 +75..2.. S.C...E.

0010 02 d4 07 10 40 00 80 06 Od 75 cO a8 01 82 ad c2 S SRR | F——

0020 73 b2 cO e6 00 50 01 b2 1b d4 38 6f 92 31 50 18 s....P.. ..80.1P.

0030 00 42 d9 d3 00 00 47 45 54 20 2f 20 48 54 54 50 .B....GE T / HTTP

0040 2f 31 2e 31 0d Oa 48 6f 73 74 3a 20 77 77 77 2e /1.1..HO ST: www.
4>

nnEn K7 &F &F &7 &~ £C YA & &F &Ad nAd n-

U3yunte copepkalumeca B naketTax gaHHble, BKtovas IP-agpeca, Homepa noptos TCP
u cbnarm ynpaBnenua TCP.

B Hawem npumepe kagp 14 npegcraBnseT cobor Havano TPEXCTOPOHHEro KBUTUpoBaHusa mexay MK un
BeO-cepBepom Google. Ha naHenu cnyicka nakeToB (BEPXHUIM pa3fenn OCHOBHOIO OKHA) BbibepuTe Kaap.
Mocne atoro ByaeT BblgeneHa CTpoka U oTobpakeHa AeKoaMpoBaHHast Hbopmauusi 3 3Toro naketa B
OBYX HWKHUX NaHensx. N3yunte aanHble TCP B naHenu cBefeHui o naketax (CpeaHun pasgen
OCHOBHOTO OKHa).

Ha naHenu cBegeHun o nakeTax HaXXMUTE Ha 3HA4oK + crieBa OT CTpoku Transmission Control Protocol
(MpoTokon ynpaBneHus nepegadyen gaHHbIx), 4ToObl yBMAETb NOAPOOHY0 nHdopmaumto o TCP.

HaxmuTe Ha 3Havok + cnesa oT cTpoku Flags (Pnarun). ObpaTnte BHUMaHWE Ha NOPTbl UCTOYHUKA U
MecCTa HasHayeHus, a TaKkke Ha yCTaHoBMNEeHHbIe dnaru.

MpumeyaHue. YTobbl 0TOGPa3nTL BCe HEOOXOAMMbIE AaHHbIE, MOXET NOTpeboBaTbCS CKOPPEKTMPOBaTb
pa3mMepbl BEPXHEro K cpeaHero okoH nporpammel Wireshark.
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File Edit View Go Capture Analyze Statistics Telephony Tools I Is Help
codms BEXR A¢s2oT L (EE QaaD #0B % O
Filter: ‘tcp E Expression... Clear Apply Save
No. _Time _ Source Destination Protocol Length Info
8 1.747681000 173.194.115.178 192.168.1.130 TCP 60 80-49382 [ACK] Seq=1 Ack=685 win=:
9 2.149995000 173.194.115.178 192.168.1.130 583 HTTP/1.1 302 Found (text/html)
12 2.163473000 192.168.1.130 173.194.115.178 TLSV1. 2 116 Application Data
14 2.181706000 192.168.1.130 . 58. . 66 49387-443 [SYN] Seq=0 win=8192 Le
16 2.206555000 192.168.1.130 216.58.216.46 TCP 54 49387-443 [ACK] Seg=1 Ack=1 Win=1J
[ 17 9 INEANNANAAN 10D 180 1 1900 D1E& K0 D& A& ] T Sl D VEE Flsan+s UuATTA
4 n »

Frame 14: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet II, Src: GemtekTe_ea:63:8c (00:1a:73:ea:63:8c), Dst: Netgear_ea:bl:7a (80:37:73:ea:bl:7a)
# Internet Protocol Version 4, Src: 192.168.1.130 (192.168.1.130), Dst: 216.58.216.46 (216.58.216.46)

source Port: 49387 (49387)

Destination Port: 443 (443)

[stream index: 3]

[TcP Segment Len: 0]

sequence number: 0 (relative sequence number)
Acknowledgment number: 0

Header Length: 32 bytes

Reserved: Not set

Nonce: Not set

congestion window Reduced (CWR): Not set
ECN-Echo: Not set

urgent: Not set

Acknowledgment: Not set

Push: Not set

Reset: Not set

o
(LI I I |

........ ...0 = Fin: Not set
window size value: 8192
[calculated window size: 8192]
# Checksum: 0x5c37 [validation disabled]
urgent pointer: 0O

HaszoBuTe Homep nopTta uctodHunka TCP.

Kak 6bl Bbl knaccuduumpoBany nopT UCTOYHMKA?
HaszoBuTe Homep nopTta HasHa4veHus TCP.

Kak 6bl Bbl knaccudpuumpoBany nopT HazHavyeHua?
Kakue yctaHoBneHbl prarn?

Kakoe 3HauyeHue 3a0aHo ans OTHOCUTENBHOMO MNOPSAKOBOro Homepa?
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d. YT0b6bI BEIOpaATL CrieaytoLmiA Kaap B TPEXCTOPOHHEM KBUTMPOBaHUK, B MeH0 nporpammbl Wireshark
BblibepuTe nyHKT Go ([MNepenTn), a 3atem Next Packet In Conversation (Cneaytowuii nakeT B guarnore).
B naHHom npumepe aTo kagp 15. 310 oTBeT Beb-cepBepa Google Ha nCxoAHbIN 3anpoc Ans Hadvana

ceaHca.

File Edit View Go Capture Analyze Statistics Telephony Tools I Is Help

codams BEXZ AT L2 [EE QaQD $FB2B% B

Filter: 'tcp E Expression... Clear Apply Save

No. L. LT —— Destination _____ Protocol length Info o
12 2.163473000 192.168.1.130 173.194.115.178 TLSV1. 2 116 Application Data

206406000 216. 58.216.46 66 443-49387 [SYN, ACK] Seq=0 Ack=1

16 2.206555000 192.168.1.130 216.58.216.46 TCP 54 49387-443 [ACK] Seq=1 Ack=1 win=17
17 2.206900000 192.168.1.130 216.58.216.46 TLSV1.2 266 Client Hello
18 2.232820000 216. 58.216.46 192.168.1.130 TCP. 54 443-49387 [ACK] Seq=1 Ack=213 win=
4N T MICENATANN N1 E €O N1 E Ac ANT 1£0 1 4N e e} 1V A i I I N

< | m ] >

Frame 15: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet II, Src: Netgear_ea:bl:7a (80:37:73:ea:bl:7a), Dst: GemtekTe_ea:63:8c (00:1a:73:ea:63:8c)
Internet Protocol Version 4, Src: 216.58.216.46 (216.58.216.46), Dst: 192.168.1.130 (92.168.1.130)

[stream index: 3]

[TcP segment Len: 0]

Ssequence number: 0 (relative sequence number)

Acknowledgment number: 1 (relative ack number)
h.

=E

Reserved: Not set
Nonce: NoOt set
congestion window Reduced (CWR): Not set
ECN-Echo: Not set

urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: NOTt set

= Fin: Not set
window size value: 42900
[calculated window size: 42900]

# Checksum: 0xf159 [validation disabled]
urgent pointer: 0

HasoBuTe 3HauyeHus NopTOB UCTOYHMKA U HA3HaAYeHUA.

Kakune yctaHoBneHsl pnarn?

Kakne 3HayeHus 3agaHbl ANg OTHOCUTENBLHOrO nopaaKoBOro Homepa n OTHOCUTENIbHOro Homepa
HOHTBGDMAGHMH?

e. W HakoHel, n3yyuTe TpeTuIn NakeT TPEXCTOPOHHEro KBUTUPOBAHUA B JaHHOM npumepe. Haxas Ha
kagp 16 B BepxXHEM OKHe, Bbl YBUANTE CNeAyoLLY0 UHOpMaUuio B AaHHOM npumepe:
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File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
COAN I BEXLD Aed»DTFTL Blaaaf #BM®% &

Filter:  tcp B Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
12 2.163473000 192.168.1.130 173.194.115.178 TLSV1.2

116 Application Data

TCP 54 49387-443 [ACK] Seq=1 Ack=1 win=1

17 2.206900000 192.168.1.130 216.58.216.46 TLSV1.2 266 Client Hello
18 2.232820000 216.58.216.46 192.168.1.130 TCP 54 443-49387 [ACK] Seg=1 Ack=213 win=
19 2.235597000 216.58.216.46 192.168.1.130 TLSvl.2 1314 server Hello
A D AIECANOANAN NI L €O N1 E Ac 4Nnn 40 4 4N Ealal 1314 Trrn mammame ~af o cmmmmmambhTad A

mn | +

Frame 16: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: GemtekTe_ea:63:8c (00:1a:73:ea:63:8c), Dst: Netgear_ea:bl:7a (80:37:73:ea:bl:7a)
Internet Protocol Version 4, src: 192.168.1.130 (192.168.1.130), Dst: 216.58.216.46 (216.58.216.46)
Transmission control Protocol, Src Port: 49387 (49387), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 0
source Port: 49387 (49387)
Destination Port: 443 (443)
[stream index: 3]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
= .... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
Nonce: NOt set
congestion window Reduced (CwR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
Syn: Not set
Fin: Not set
window size value: 68
[calculated window size: 17408]
[window size scaling factor: 256]
@ Checksum: 0xd95e [validation disabled]
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M3yuuTe TpeTnii U nocneaHunii naket KBUTUPOBAHUS.

Kakue yctaHoBneHbl narm?

[ns oTHocKTENbHOro NocnefoBaTeNlbHOrO HOMepa M OTHOCUTESNIBHOrO HOMepa NOATBEPXKAEHMS B
KayecTBe MCXOAHOro 3Ha4YeHus BbibpaHo 3HayeHne 1. TCP-coeanHeHne ycTaHOBNEHO, U TeNepb MOXeT
ObITb HayaTa nepegaya gaHHbIx mexgy MNMK-uctouHnkom n Be6-cepBepoMm.

f. 3akpownTte nporpammy Wireshark.

BOI'IpOCbI AnA NOBTOPEeHUA

1. B nporpamme Wireshark npegycMoTpeHbl COTHM ounbTpoB. B 60MbLLON CeTM MOXET CyLLeCcTBOBaTb
MHOXXECTBO (PUNbTPOB M pasnMyHbIX TUMOB Tpaduka. YKaxuTe Tpu punbTpa, KOTopble MOryT ObITb NOME3HbI
ONs CEeTeBOro agMmHucTpartopa.

2. Kak ewe moxHo ucnone3osaTtb nporpammy Wireshark B cetn npegnpusatna?
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